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S-Squared Privacy Notice

CONFIDENTIALITY

This document contains S-Squared confidential and proprietary information.

This document (including any part hereof) is not to be disclosed or transferred externally without the prior written
consent of S-Squared and may not be copied or reproduced in any form or by any means, except internally in
order to enable such evaluation.

This document is submitted ‘subject to contract’, based on the information currently available to S-Squared. None
of the information contained in this document shall be contractually binding, unless and until incorporated in a
formal written contract, between parties. All rights reserved. Errors and omissions excepted S-Squared.

INTRODUCTION

S-Squared treats its clients' confidential information with the utmost discretion. This is in line with the South
African Constitution, which protects the right to privacy. The Protection of Personal Information Act (Popia), 4 of
2013, which operationalises the constitutional right to privacy, further strengthens our resolve to protect our
clients’” information. Popia promotes the fair and transparent use of personal information and requires us to
safeguard it appropriately. Personal information as defined by Popia is any information that can be used to
identify you as an individual, and, where applicable, legal entities. Examples of personal information is your
identity number, account number, telephone number, email address, physical address, or other unique identifier.
As part of our commitment to safeguard our clients' personal information and continue to comply with the law,
our processing activities involving personal information are aligned to the provisions of Popia.

WHAT IS PERSONAL INFORMATION ?

Personal information is data that can be used to identify you. This includes information you share with us,
information that we gather during our relationship with you as our client, as well as information about your
marketing preferences. This information includes:

e your gender as may be required for statistical purposes or by law;

e your marital status, nationality or social origin;

e your age, physical or mental health and well-being, disability, religion, conscience, belief, culture, and
language;

e your education or any medical conditions;

e vyour financial information (like your income and expenses, loan repayments, investments, assets or your
financial needs);

e any identifying number, symbol (like account, identity or passport numbers);

e your email address, physical address or telephone number (as this may be needed for us to communicate
with you);

e your location and online identifiers [this can be Internet Protocol (IP) addresses or geolocations]

e your employment history (this is specifically relevant when you apply for credit);

e  biometric information (eg fingerprints, and facial or voice recognition); and

e your personal opinions or views.

There may be circumstances in which we will collect your special personal information. Such information may
include:
e your race or ethnicity (as required by law and for statistical purposes);
e your physical health (eg when you apply for life insurance); and
e criminal behaviour where it relates to the alleged commission of any offence; or any proceedings regarding
any offence allegedly committed by you, or the disposal of such proceedings.
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The collection and processing of your special personal information will only happen with your consent and this is
necessary to establish, exercise or defend a right or obligation in law. We may also need to collect and process
your special personal information where it is necessary to comply with a law, or for historical, statistical or
research purposes.

AIM AND OBJECTIVE OF THIS PRIVACY NOTICE

It is to give you and our stakeholders guidance and information on how we collect, use and protect personal
information. The privacy notice will tell you:

why we collect your personal information and how we may process it;

how we share your information with third parties;

how we protect your information;

how long we hold onto your information; and

vk wh e

of your rights.

WHY DO WE COLLECT AND PROCESS YOUR PERSONAL INFORMATION ?

For us to offer you products and services, we need to collect, use, share and store personal information about you
so that we can:

e enter into commercial relationships with you;

e gain an understanding of your needs to offer you the best services and products;

e develop suitable products and services to meet your needs;

e market relevant products and services to you;

e conduct market research and client satisfaction surveys;

e search, update or place your records at credit reference bureaus and government agencies;

e record and monitor any communications between you and us and use these recordings to verify your
instructions to us to analyse, assess and improve our services to clients, and for training and quality
purposes; and

e communicate with you by post, phone, SMS, email and other electronic media, including our mobile
applications or online services, about products that may be of interest to you.

It is your right to refuse to provide personal information, but this refusal may limit our ability to provide the
required services to you. We will only collect information from you that is necessary and relevant to the service or
product we have to provide.

No information will be collected without your permission or if not prescribed by law. We will not use information
for marketing purposes via unsolicited electronic media that you have not agreed to.

If we use third-party data providers, we will ensure that they have the consent to share the information with us.
The lawful bases we rely on for processing this information are:

e we have your consent to do so;

e we have an obligation to carry out actions for the cancellation or performance of a contract with you;
e we are required by law to process your personal information;

e the processing protects your legitimate interest; and

e we have a legitimate interest to pursue.
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HOW DO WE COLLECT YOUR PERSONAL INFORMATION ?

We collect your personal information in the following ways:

e Directly from you when you complete a product application form on paper.

e Indirectly from you when you interact with us electronically. When you are browsing our website (including
our mobile application), we may collect information from you, like your IP address and server logs.

e Directly from other sources, such as public databases, data aggregators and third parties, as well as other
financial institutions, credit bureaus, fraud prevention agencies; or indirectly through your interactions with
third parties.

Third parties from which we may collect your personal information may include:
e |aw firms;
e other financial institutions and service providers;
e data brokers;
e business partners;
e insurance companies;
e credit bureaus;
e  payment associations;
e social media;
e the South African Police Service;
e regulators;
e public or government entities; and

e tracing agents.
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TO WHOM WILL WE DISCLOSE YOUR INFORMATION ?

Protecting our interests may sometimes require the disclosure of specific client information to third parties, for
example, if payment failed due to insufficient money in an account. Where required to protect the public interest,
information regarding a client’s debt may be disclosed to credit bureaus or debt collection agencies. Entities and
third parties with whom we may share your information may include:

e banks and financial institutions;

e regulatory authorities;]

e the regulator, industry bodies and the Ombudsman;

e law firms and auditors;

e insurers;

e the South African Police Service; and

e other third parties as may be required either contractually, by law, or legitimate interest.

When sharing your information with recipients in other jurisdictions, we will ensure that they adhere to similar
privacy protection requirements as we do — either by law or by legal agreement.

We will not sell your information to third parties and will only engage with you in line with our legal obligations
and using the communication method you chose.

HOw DO WE PROTECT YOUR INFORMATION?

We are committed to ensuring that your information is secure. To prevent unauthorised access or disclosure, we
have put suitable physical, electronic and managerial procedures in place to safeguard and secure the information
we collect.

All online transacting sessions are encrypted, and personal information is stored according to internationally
accepted information security practices.

HOW LONG WILL WE KEEP YOUR INFORMATION?

We will keep your information only for as long as we need it, given the purpose for which it was collected, or as
required by law (including tax legislation) and any other statutory obligations (including anti-money-laundering
and counter-terrorism requirements). We may keep your personal information for longer than required if you
have agreed to this.

If we need to keep your personal information for longer than required, and more specifically for historical,
statistical or research purposes, we will do so with the appropriate safeguards in place to prevent the records from
being used for any other purpose.

Your information may be kept for varying periods from the end of our relationship, depending on regulatory

requirements. We will take all reasonable steps to destroy or de-identify the personal information that we hold
when it is no longer required.
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YOUR DATA PROTECTION RIGHTS

You have the right to ask us to confirm whether we hold any information about you. You may also request a
record from us about the personal information we hold about you. Once we have given the information to you,
you may ask that we:

e correct or delete the personal information in our possession or under our control if it is inaccurate,
irrelevant, excessive, out of date, incomplete, misleading or has been obtained unlawfully;

e destroy or delete a record of your personal information that we are no longer authorised to keep in terms
of the Act or other regulatory requirements; or

e stop or start sending you marketing messages by informing us in writing or through our branch network,
call centres or website.

If you want to verify the information we have about you or want us to update or change it, you may contact
support@ssquared.dev.

COMPLAINTS
You may submit complaints about the processing of your personal information by phoning S-Squared on 087 012

6001 or sending an email to support@ssquared.dev.

Or you can contact the Information Regulator at inforeg@justice.gov.za or complaints.IR@justice.gov.za.

OUR CONTACT DETAILS

The contact details of the information and deputy information officers are: Information Officer:
Justin Rundle

Physical address:

Unit 34 Sunninghill Office Park
20 Peltier Drive

Sandton

Johannesburg

Gauteng 1682

South Africa

Email: info@ssquared.dev
Website: www.ssquared.dev
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COOKIES

We make use of cookies to personalise your repeat visits to our website by determining how you use the site.
Cookies are very small text files that may be stored on your computer or mobile device when you visit a website,
enable images or click on a link in an email.

We use cookies to identify which pages are being used. This helps us analyse data about web page traffic and
improve our website to meet your needs. We only use this information for statistical analysis purposes and then
the data is removed from the system.

Overall, they help us give you a better website by enabling us to monitor which pages you find useful and which
not. A cookie in no way gives us access to your computer or any information about you, other than the data you
choose to share with us.

You can choose to accept or decline cookies. Most web browsers automatically accept them, but you can usually
modify your browser setting to decline cookies if you prefer. This may prevent you from taking full advantage of
the website.

ABOUT US

S2 or ("S" squared), is a dynamic South African owned software development company, founded in 2010 upon a
principle of providing solutions to business problems. The company was formed on the basis and passion of
software development, where we simply love what we do and the people that work for us love being here.

At S-Squared we specialize in application development from analysis of business processes to the design of
software that will align business requirements with IT strategy to maximize on the return on investment for the
business, full end-to-end web and/or mobile application development.

What do we try aim for...? In a nutshell we provide the best software development services, where we strive to
assemble the best developers in the industry.

We build software... specifically end-to-end web and mobile applications. S-Squared has over a decade of solid
experience in object-oriented programming and business intelligence development. Past projects include bespoke
application development to fully fledged data warehouses using data from multiple source systems. S-Squared
further specializes in other software related services, these services include the re-engineering of legacy systems
in a heterogeneous environment to balance cost and re-usability of legacy components to maximize on the
existing IP.

In short, S-Squared was fundamentally built on the principle to provide professional software development
services to solve complex business problems and/or automate business processes and in turn make people's lives
easier.
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